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SAGE thanks CCSA for its liaison statement about the newly designed ZUC-256 algorithm, which:
· has already been designed

· is undergoing evaluation in China

· is intended then to undergo international evaluation …

· … with a view to being ready for adoption by 3GPP in Release 16.

SAGE would like to comment on various issues relating to this.

Requirement for 256-bit algorithms


SAGE sent a liaison to SA3#87 (S3-171425) about 256-bit algorithms.  In that liaison, we wrote: “SAGE will not begin formal work on specifying 256-bit algorithms unless and until it is requested to do so by SA3.”  We reiterate this view: SA3 has not yet stated a requirement for 256-bit algorithms, and we would not expect to start formal work on 256-bit algorithms without a request from SA3 to do so.  This would include formal public evaluation of ZUC-256.  (SAGE can begin its own, internal evaluation of ZUC-256 without a formal request.)
Core ZUC-256 algorithm, and 3GPP encryption and integrity algorithms


In LTE, the encryption algorithm 128-EEA3 and the integrity algorithm 128-EIA3 are defined; both of these use the stream cipher ZUC as a core building block.  Our interpretation of CCSA’s LS is that an expanded stream cipher ZUC-256 has been defined, but that the encryption and integrity algorithms themselves have not been defined.  That makes sense, because (if SAGE’s understanding is correct) SA3 has not yet determined what the input and output parameters of 5G encryption and integrity protection algorithms will be.

Input and output parameter sizes


As already mentioned, SAGE’s understanding is that 3GPP SA3 has not yet determined what the input and output parameters of 5G encryption and integrity protection algorithms will be.  It is therefore not guaranteed that the input parameters of the new ZUC-256 algorithm will be sufficient to accommodate SA3’s requirements.  
We note from the CCSA LS that the ZUC-256 input parameters are larger than those of the original ZUC, so we have good reason to hope that there will be no problem here.  The LS does not actually say what these input parameters are, though.  We therefore ask a question of CCSA: would it be possible to see what the input parameters of ZUC-256 look like, so that we can identify early if there is any mismatch between what ZUC-256 can accommodate and what SA3 require?
Access to the specification
The sooner SAGE can see a draft of the ZUC-256 specification, the sooner we can determine what sort of evaluation will be necessary.  When we see the specification, and have been able to assess the changes relative to the original ZUC, we will be able to judge:

· whether we think that paid evaluation by external expert teams is required (as was done for ZUC);

· whether we think that a period of public evaluation is required (as was done for ZUC).

These have implications on timescales, and possibly on funding.

We understand the preference for evaluating the algorithm within China before releasing it internationally; however, the downside of that is that it delays SAGE even starting to plan an evaluation process.
Actions

We ask SA3 to consider whether it wishes to ask SAGE to coordinate a formal evaluation of ZUC-256, leading to a recommendation on its suitability for use in 3GPP systems.
We ask CCSA to consider whether the specification could be made available to SAGE before evaluation in China is complete.  From SAGE’s point of view, we would be happy to treat the specification as a confidential document, kept within SAGE, during that period.  (SA3 may have opinions on this too.)

If CCSA cannot agree to release the specification to SAGE, then we ask CCSA to consider whether the interface to the algorithm could be made available (i.e. the input parameters and their permitted sizes, and the output parameters and their permitted sizes).
